Abstract. The current security risk assessment methods are of asset-center, which means that the security of assets, such as host, server and router, are assessed. Then the security risk of the whole network is aggregated. However, information is a kind of special asset that can flow across networks or systems, which is different from the general assets. Thus a kind of information-center risk assessment method is proposed. Firstly, the information spreading model is presented based on scale-free network in order to know how the sensitive information spreads. Then, based on the spreading threshold in the scale-free network, the information security risk is evaluated.
Introduction
The risk assessment of information security has been researched widely. Some standards and guides have been published, such as ISO 13335 [1] , CC [2] [3] [4] , BS 7799 [5] , NIST SP 800-53 [6] , and so on. In these guides, assets are the primary object for risk assessment. For example, the risk of every host, server, router, or other equipment is assessed alone. If some a equipment, such as a server with an important service, is more important than others, it will be given a bigger weigh value. Then, these assessment results are aggregated to the assessment result of the whole system or network. This is a kind of asset-center risk assessment method.
If the principal aim of a network or system is to protect some sensitive information, the asset-center assessment method is questionable. Compared with assets, information has different feature that information can flow while assets cannot. In other words, information can flow from a host to another host. It is difficult to assess the risk of the network or system if it is unknown how the sensitive information flows.
For example, in a large cross-domain network, sensitive information may flow from one domain to another domain if it is authorized. In the case, the asset-center risk assessment is not enough because the procedure of information's flow is dynamic rather than static. It is necessary to know the hosts through which the information is authorized to flow and the characteristics of the procedure.
Thus, in the paper, we model the sensitive information spreading based on the complex network and assess the security risk of the network or system.
Network Model
Because of the feature that information can flow, we should research how the information flows. Take the following spreading procedure of sensitive information as an example.
Firstly, some sensitive information is generated and saved in a server. Then, the authorized administrator decides who can access the information and who cannot.
Secondly, a copy of the information is generated in the local host when some authorized users access it. For example, the user can download a copy of the information. There exits part of the information in memory or temporary file even if the user does not download it. For a large cross-region company, the copies of sensitive information may be transferred from headquarter to branches. Then the authorized users of branches can access the copy of the information in local network. In other hand, the access of unauthorized user is denied.
Then, many copies of the information are generated and saved in users' local hosts. So, other users or attackers may access the copies in the local hosts instead of the server.
The procedure is shown in Fig.1 . From the procedure, we can see two features [7, 8] : 1) Growth: The more users access the information, the more copies are generated. In other words, the size of the network is larger.
2) Preferential attachment: A copy of the information is generated preferentially from the first copy rather than a random copy.
Based on the procedure and the two features, we construct a network model for sensitive information spreading.
In the network model, there are three kinds of vertexes: 1) Authorized vertex Na, denotes the node can be authorized to access the sensitive information and a copy is generated in the local host.
2) Unauthorized and legal vertex Nb, denotes the node is a legal user of the system but it is not authorized to access the information.
3) Illegal vertex Nc, denotes the node is not a legal user of the system, such as a malicious hacker. The construction algorithm is as following.
According to the Algorithm 1, we set m=50000 and generate networks, finding that the network is scale-free network with power law 2.7, listed in Fig.2 . 
Information Spreading Model
In the above section, the topology of network is researched. Then, we discuss how the sensitive information spreads in the network.
The state of the vertex is divided into two types: 1) State I: means the vertex has one copy of the sensitive information; 2) State S: means the vertex has not a copy of the sensitive information.
When there is an edge between the vertex in State S and the vertex in State I, the probability that the vertex in State S changes into the vertex in State I is λ, where
When the vertex is an authorized node, the probability that it gets a copy of sensitive information is 1; when the vertex is an unauthorized and legal node, the probability that it gets a copy is a small digitζ1, which means it can access the sensitive information unauthorizedly; when the vertex is an illegal node, the probability that it gets a copy is a small digitζ2, which means it can access the sensitive information through attacking.
For simplify, we use the average of λ to replace it, denoted as λe: To control the spreading of the sensitive information, we give a control strategy that the copy in the vertex of State I is deleted in the probability v:
When the vertex is an authorized node, the probability of deleting the copy of the sensitive information is a; when the vertex is an unauthorized and legal node, the copy will be deleted after it is checked out in the probability b; when the vertex is an illegal node, the copy will not be deleted.
Similarly, we use the average of v to replace it, denoted as ve: Referencing the virus spreading model in the complex network, SIS model [9] , we construct the sensitive information spreading model. It can be described with the following differential equations:
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where, s(t) denotes the density of the nodes with State S in the network; i(t) denotes the density of the nodes with State I in the network; k denotes the degree of the nodes; θ(t) denotes the probability that the node in State S has an edge with the node in State I. θ(t) can be described as following:
where, <k> means the average of the degree of nodes; p(k) means the distribution of degree. Based on the spreading threshold of SIS model, we can get: When the formula is satisfied, the sensitive information will spread over the whole network so long as the time is enough. However, to control the spreading of the sensitive information, we hope that the formula is not satisfied. In other words, the less λe and the more 
Risk Assessment Method
The aim of the risk assessment is to check out the probability of unauthorized access information. However, we should consider the procedure of information spreading because it can flow.
According to the information spreading model, we propose an information-center risk assessment method.
Step 1: Construct the information spreading network based on the network topology of the assessment object. For example, investigate how the staff of the organization get the sensitive information.
Step 2: Evaluate the probability ζ1 that an unauthorized and legal node gets sensitive information and the probability ζ2 that an illegal node gets sensitive information. In the step, all kinds of standards and guides on risk assessment are good references.
Step 3: Evaluate the probability a of deleting the copy of the sensitive information in authorized nodes and the probability b that the copy is checked out in unauthorized an legal nodes.
Step 4: Compute λe, ve, and If not, the assessed network is not secure; otherwise, the less λe, the better. In the method, λe presents the protection strategy of the network; ve presents the spreading control strategy of information; k presents the topology of the information spreading network.
Conclusion
In the paper, an information-center risk assessment method is proposed based on the theory of complex network. Compared with the traditional risk assessment method, the method believes that the character that information can flow is important, which makes the procedure of information spreading needs to be researched. Based on the physical significance of the spreading threshold, we can judge the security of the network in certain sense.
